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(7) ABSTRACT

A virus detection system (VDS) (400) operates under the
control of P-code to detect the presence of a virus in a file
(100) having multiple entry points. P-code is an intermediate
instruction format that uses primitives to perform certain
functions related to the file (100). The VDS (400) executes
the P-code, which provides Turing-equivalent capability to
the VDS. The VDS (400) has a P-code data file (410) for
holding the P-code, a virus definition file (VDF) (412) for
holding signatures of known viruses, and an engine (414) for
controlling the VDS. The engine (414) contains a P-code
interpreter (418) for interpreting the P-code, a scanning
module (424) for scanning regions of the file (100) for the
virus signatures in the VDF (412), and an emulating module
(426) for emulating entry points of the file. When executed,
the P-code examines the file (100), posts (514) regions that
may be infected by a virus for scanning, and posts (518)
entry points that may be infected by a virus for emulating.
The P-code can also detect (520) certain viruses algorith-
mically. Then, the posted regions and entry points of the file
(100) are scanned (526) and emulated (534) to determine if
the file is infected with a virus. This technique allows the
VDS (400) to perform sophisticated analysis of files having
multiple entry points in a relatively brief amount of time. In
addition, the functionality of the VDS (400) can be changed
by changing the P-code, reducing the need for burdensome
engine updates.

20 Claims, 5 Drawing Sheets
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DATA DRIVEN DETECTION OF VIRUSES

BACKGROUND
FIELD OF THE INVENTION

This invention pertains in general to detecting viruses
within files in digital computers and more particularly to
detecting the presence of a virus in a file having multiple
entry points.

BACKGROUND OF THE INVENTION

Simple computer viruses work by copying exact dupli-
cates of themselves to each executable program file they
infect. When an infected program executes, the simple virus
gains control of the computer and attempts to infect other
files. If the virus locates a target executable file for infection,
it copies itself byte-for-byte to the target executable file.
Because this type of virus replicates an identical copy of
itself each time it infects a new file, the simple virus can be
easily detected by searching in files for a specific string of
bytes (i.e. a “signature”) that has been extracted from the
virus.

Encrypted viruses comprise a decryption routine (also
known as a decryption loop) and an encrypted viral body.
When a program file infected with an encrypted virus
executes, the decryption routine gains control of the com-
puter and decrypts the encrypted viral body. The decryption
routine then transfers control to the decrypted viral body,
which is capable of spreading the virus. The virus is spread
by copying the identical decryption routine and the
encrypted viral body to the target executable file. Although
the viral body is encrypted and thus hidden from view, these
viruses can be detected by searching for a signature from the
unchanging decryption routine.

Polymorphic encrypted viruses (“polymorphic viruses™)
comprise a decryption routine and an encrypted viral body
which includes a static viral body and a machine-code
generator often referred to as a “mutation engine.” The
operation of a polymorphic virus is similar to the operation
of an encrypted virus, except that the polymorphic virus
generates a new decryption routine each time it infects a file.
Many polymorphic viruses use decryption routines that are
functionally the same for all infected files, but have different
sequences of instructions.

These multifarious mutations allow each decryption rou-
tine to have a different signature. Therefore, polymorphic
viruses cannot be detected by simply searching for a signa-
ture from a decryption routine. Instead, antivirus software
uses emulator-based antivirus technology, also known as
Generic Decryption (GD) technology, to detect the virus.
The GD scanner works by loading the program into a
software-based CPU emulator which acts as a simulated
virtual computer. The program is allowed to execute freely
within this virtual computer. If the program does in fact
contain a polymorphic virus, the decryption routine is
allowed to decrypt the viral body. The GD scanner can then
detect the virus by searching through the virtual memory of
the virtual computer for a signature from the decrypted viral
body.

Metamorphic viruses are not encrypted but vary the
instructions in the viral body with each infection of a host
file. Accordingly, metamorphic viruses often cannot be
detected with a string search because they do not have static
strings.

Regardless of whether the virus is simple, encrypted,
polymorphic, or metamorphic, the virus typically infects an
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executable file by attaching or altering code at or near an
“entry point” of the file. An “entry point” is an instruction or
instructions in the file that a virus can modify to gain control
of the computer system on which the file is being executed.
Many executable files have a “main entry point” containing
instructions that are always executed when the program is
invoked. Accordingly, a virus seizes control of the program
by manipulating program instructions at the main entry point
to call the virus instead of the program. The virus then
infects other files on the computer system.

When infecting a file, the virus typically stores the viral
body at the main entry point, at the end of the program file,
or at some other convenient location in the file. When the
virus completes execution, it calls the original program
instructions that were altered by the virus.

In order to detect the presence of a virus, antivirus
software typically scans the code near the main entry point,
and other places where the viral body is likely to reside, for
strings matching signatures held in a viral signature data-
base. In addition, the antivirus software emulates the code
near the main entry point in an effort to decrypt any
encrypted viral bodies. Since viruses usually infect only the
main entry point, the antivirus software can scan and emu-
late a file relatively quickly. When new viruses are detected,
the antivirus software can be updated by adding the new
viral signatures to the viral signature database.

More recently, however, viruses have been introduced
that infect entry points other than the main entry point. As
a result, the number of potential entry points for a viral
infection in a typical search space, such as a MICROSOFT
WINDOWS portable executable (PE) file, is very large.
Prior art antivirus software would require an extremely long
processing time to scan and/or emulate the code surrounding
all of the entry points in the file that might be infected by a
virus.

Moreover, the multiple entry points provide opportunities
for viruses to use previously unknown methods to infect a
file. As a result, it may not be possible to detect the virus
merely by adding a new signature to the viral signature
database. In many cases, the virus detection system itself
must be updated with hand-coded virus detection routines in
order to detect the new viruses. Writing custom detection
routines and updating the antivirus software requires a
considerable amount of work, especially when the antivirus
software is distributed to a mass market.

Therefore, there is a need in the art for antivirus software
that can detect viruses in PE and other files having multiple
entry points without requiring a prohibitively large amount
of processing time. There is also a need that the antivirus
software be easily upgradeable, so that new virus detection
capabilities can be added without requiring hand-coded
virus detection logic or needing to distribute a new virus
detection engine.

SUMMARY OF THE INVENTION

The above needs are met by a virus detection system
(VDS) (400) for detecting the presence of a virus in a file
(100) having multiple entry points. The VDS (400) prefer-
ably includes a data file (410) holding P-code instructions.
P-code is an interpreted language that provides the VDS
(400) with Turing machine-equivalent behavior, and allows
the VDS to be updated by merely updating the P-code. The
VDS (400) also includes a virus definition file (VDF) (412)
containing virus signatures for known viruses. Each virus
signature is a string of bytes characteristic of the static viral
body of the given virus.



ClibPD

US 6,851,057 B1

3

The VDS (400) is controlled by an engine (414) having a
P-code interpreter (418) for interpreting the P-code in the
data file (410). The P-code interpreter (418) may also
contain primitives (420) that can be invoked by the P-code.
Primitives are functions that can be called by the P-code.
The primitives (420) preferably perform file and memory
manipulations, and can also perform other useful tasks. In
addition, the engine (414) has a scanning module (424) for
scanning a file or range of memory for virus signatures in the
VDF (412) and an emulating module (426) for emulating
code in the file (100) in order to decrypt polymorphic viruses
and detect the presence of metamorphic viruses.

The engine (414) interprets the P-code in the P-code data
file (410) and responds accordingly. In one embodiment, the
P-code examines the entry points in the file (100) to deter-
mine whether the entry points might be infected with a virus.
Those entry points and other regions of the file (100)
commonly infected by viruses or identified by suspicious
characteristics in the file, such as markers left by certain
viruses, are posted (514) for scanning. Likewise, the P-code
posts (518) entry points and starting contexts for regions of
the file (100) that are commonly infected by viruses or bear
suspicious characteristics for emulating. Using the P-code to
preprocess regions of the file (100) and select only those
regions or entry points that are likely to contain a virus for
subsequent scanning and/or emulating allows the VDS (400)
to examine files for viruses that infect places other than the
main entry point in a reasonable amount of time. The P-code
can also determine whether the file (100) is infected with a
virus by using virus detection routines written directly into
the P-code, thereby eliminating the need to scan for strings
or emulate the file (100).

Aregion posted for string scanning is identified by a range
of memory addresses. Preferably, the P-code merges post-
ings having overlapping ranges so that a single posting
specifies the entire region to be scanned. When an entry
point is posted for emulating, the P-code specifies the
emulation context, or starting state to be used for the
emulation. An entry point can be posted multiple times with
different contexts for each emulation.

The engine (414) uses the scanning module (424) to scan
the regions of the file (100) that are posted for scanning by
the P-code for the virus signatures in the VDF (412). If the
scanning module (424) detects a virus, the VDS (400)
preferably reports that the file (100) is infected and stops
operation.

If the scanning module (424) does not find a virus in the
posted regions, a preferred embodiment of the present
invention optionally utilizes a hook to call (530) custom
virus detection code. The hook allows virus detection engi-
neers to insert a custom program into the VDS (400) and
detect viruses that, for reasons of speed and efficiency, are
better detected by custom code.

Then, the VDS (400) preferably uses the emulating mod-
ule (426) to emulate the posted entry points. Preferably, each
posted entry point is emulated for enough instructions to
allow polymorphic and metamorphic viruses to decrypt or
otherwise become apparent. Once emulation is complete, the
VDS (400) uses the scanning module (424) to scan pages of
the virtual memory (434) that were either modified or
emulated through for signatures of polymorphic viruses and
uses stochastic information obtained during the emulation,
such as instruction usage profiles, to detect metamorphic
viruses. If the scanning module (424) or VDS (400) detects
a virus, the VDS reports that the file (100) is infected.
Otherwise, the VDS (400) reports that it did not detect a
virus in the file (100).

www fastio.com

10

15

20

25

30

35

40

45

50

55

60

65

4
BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a high-level block diagram of a conventional
executable file 100 having multiple entry points that can be
infected by a virus;

FIG. 2 is a high-level block diagram of a computer system
200 for storing and executing the file 100 and a virus
detection system (VDS) 400;

FIG. 3 is a flow chart illustrating steps performed by a
typical virus when infecting the file 100;

FIG. 4 is a high-level block diagram of the VDS 400
according to a preferred embodiment of the present inven-
tion; and

FIG. § is a flow chart illustrating steps performed by the
VDS 400 according to a preferred embodiment of the
present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

In order to accomplish the mischief for which they are
designed, software viruses must gain control of a computer’s
central processing unit (CPU). Viruses typically gain this
control by attaching themselves to an executable file (the
“host file”) and modifying the executable image of the host
file at an entry point to pass control of the CPU to the viral
code. The virus conceals its presence by passing control
back to the host file after it has run by calling the original
instructions at the modified entry point.

Viruses use different techniques to infect the host file. For
example, a simple virus always inserts the same viral body
into the target file. An encrypted virus infects a file by
inserting an unchanging decryption routine and an encrypted
viral body into the target file. A polymorphic encrypted virus
(a “polymorphic virus”) is similar to an encrypted virus,
except that a polymorphic virus generates a new decryption
routine each time it infects a file. A metamorphic virus is not
encrypted, but it reorders the instructions in the viral body
into a functionally equivalent, but different, virus each time
it infects a file. Simple and encrypted viruses can typically
be detected by scanning for strings in the viral body or
encryption engine, respectively. Since polymorphic and
metamorphic viruses usually do not have static signature
strings, polymorphic and metamorphic viruses can typically
be detected by emulating the virus until either the static viral
body is decrypted or the virus otherwise becomes apparent.
While this description refers to simple, encrypted,
polymorphic, and metamorphic viruses, it should be under-
stood that the present invention can be used to detect any
type of virus, regardless of whether the virus fits into one of
the categories described above.

Avirus typically infects an executable file by attaching or
altering code at or near an entry point of the file. An “entry
point” is any instruction or instructions in the file that a virus
can modify to gain control of the computer system on which
the file is being executed. An entry point is typically
identified by an offset from some arbitrary point in the file.
Certain entry points are located at the beginning of a file or
region and, thus, are always invoked when the file or region
is executed. For example, an entry point can be the first
instruction executed when a file is executed or a function
within the file is called. Other entry points may consist of
single instructions deep within a file that can be modified by
a virus. For example, the entry point can be a CALL or JMP
instruction that is modified to invoke viral code. Once a
virus seizes control of the computer system through the
entry point, the virus typically infects other files on the
system.
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FIG. 1 is a high-level block diagram of an executable file
100 having multiple entry points that can be infected by a
virus as described above. In the example illustrated by FIG.
1, the executable file is a Win32 portable executable (PE) file
intended for use with a MICROSOFT WINDOWS-based
operating system (OS), such as WINDOWS 98, WINDOWS
NT, and WINDOWS 2000. Typically, the illustrated file 100
is of the type .EXE, indicating that the file is an executable
file, or .DLL, indicating that the file is a dynamic link library
(DLL). However, the present invention can be used with any
file, and is not limited to only the type of file illustrated in
FIG. 1. APPLE MACINTOSH files, for example, share
many similarities with Win32 files, and the present invention
is equally applicable to such files.

The file 100 is divided into sections containing either code
or data and aligned along four kilobyte (KB) boundaries.
The MS-DOS section 102 contains the MS-DOS header 102
and is marked by the characters “MZ”. This section 102
contains a small executable program 103 designed to display
an error message if the executable file is run in an unsup-
ported OS (e.g., MS-DOS). This program 103 is an entry
point for the file 100. The MS-DOS section 102 also
contains a field 104 holding the relative offset to the start 108
of the PE section 106. This field 104 is another entry point
for the file 100.

The PE section 106 is marked by the characters “PE” and
holds a data structure 110 containing basic information
about the file 100. The data structure 110 holds many data
fields describing various aspects of the file 100. One such
field is the “checksum” field 111, which is rarely used by the
Os.

The next section 112 holds the section table 114. The
section table 114 contains information about each section in
the file 100, including the section’s type, size, and location
in the file 100. For example, entries in the section table 114
indicate whether a section holds code or data, and whether
the section is readable, writeable, and/or executable. Each
entry in the section table 114 describes a section that may
have multiple, one, or no entry points.

The text section 116 holds general-purpose code produced
by the compiler or assembler. The data section 118 holds
global and static variables that are initialized at compile
time.

The export section 120 contains an export table 122 that
identifies functions exported by the file 100 for use by other
programs. An EXE file might not export any functions but
DLL files typically export some functions. The export table
122 holds the function names, entry point addresses, and
export ordinal values for the exported functions. The entry
point addresses typically point to other sections in the file
100. Each exported function listed in the export table 122 is
an entry point into the file 100.

The import section 124 has an import table 126 that
identifies functions that are imported by the file 100. Each
entry in the import table 126 identifies the external DLL and
the imported function by name. When code in the text
section 116 calls a function in another module, such as an
external DLL file, the call instruction transfers control to a
JMP instruction also in the text section 116. The JMP
instruction, in turn, directs the call to a location within the
import table 126. Both the JMP instruction and the entries in
the import table 126 represent entry points into the file 100.
Additional information about the Win32 file format is found
in M. Pietrek, “Peering Inside the PE: A Tour of the Win32
Portable Executable File Format,” Microsoft Systems
Journal, March 1994, which is hereby incorporated by
reference.
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FIG. 2 is a high-level block diagram of a computer system
200 for storing and executing the host file 100 and a virus
detection system (VDS) 400. Illustrated are at least one
processor 202 coupled to a bus 204. Also coupled to the bus
204 are a memory 206, a storage device 208, a keyboard
210, a graphics adapter 212, a pointing device 214, and a
network adapter 216. A display 218 is coupled to the
graphics adapter 212.

The at least one processor 202 may be any general-
purpose processor such as an INTEL x86, SUN MICRO-
SYSTEMS SPARC, or POWERPC compatible-CPU. The
storage device 208 may be any device capable of holding
data, like a hard drive, compact disk read-only memory
(CD-ROM), DVD, or a solid-state memory device. The
memory 206 holds instructions and data used by the pro-
cessor 202. The pointing device 214 may be a mouse, track
ball, light pen, touch-sensitive display, or other type of
pointing device, and is used in combination with the key-
board 210 to input data into the computer system 200. The
graphics adapter 212 displays images and other information
on the display 218. The network adapter 216 couples the
computer system 200 to a local or wide area network.

Preferably, the host file 100 and program modules pro-
viding the functionality of the VDS 400 are stored on the
storage device 208. The program modules, according to one
embodiment, are loaded into the memory 206 and executed
by the processor 202. Alternatively, hardware or software
modules for providing the functionality of the VDS 400 may
be stored elsewhere within the computer system 200.

FIG. 3 is a flow chart illustrating steps performed by a
typical virus when infecting the host file 100. The illustrated
steps are merely an example of a viral infection and are not
representative of any particular virus. Initially, the virus
executes 310 on the computer system 200. The virus may
execute, for example, when the computer system 200
executes or calls a function in a previously-infected file.

When the host file 100 is opened, the virus appends 312
the viral code to a location within the file. For example, the
virus can append the viral body to the slack space at the end
of a section or put the viral body within an entirely new
section. The virus can be, for example, simple, encrypted,
polymorphic, or metamorphic.

The virus also modifies 314 the section table 114 to
account for the added viral code. For example, the virus may
change the size entry in the section table 114 to account for
the added viral code. Likewise, the virus may add entries for
new sections added by the virus. If necessary, the virus may
mark an infected section as executable and/or place a value
in a little used field, such as the checksum field 111, to
discreetly mark the file as infected and prevent the virus
from reinfecting the file 100.

In addition, the virus alters 316 an entry point of the file
100 to call the viral code. The virus may accomplish this step
by, for example, overwriting the value in the field 104
holding the relative offset to the start 108 of the PE section
106 with the relative offset to virus code stored elsewhere in
the file. Alternatively, the virus can modify entries in the
export table 122 to point to sections of virus code instead of
the exported functions. A virus can also modify the desti-
nation of an existing JMP or CALL instruction anywhere in
the file 100 to point to the location of viral code elsewhere
in the file, effectively turning the modified instruction into a
new entry point for the virus.

FIG. 4 is a high-level block diagram of the VDS 400
according to a preferred embodiment of the present inven-
tion. The VDS 400 includes a P-code data file 410, a virus
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