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(57) ABSTRACT

A security analyzer tests the security of a device by attacking
the device and observing the device’s response. Attacking
the device includes sending one or more messages to the
device. A message can be generated by the security analyzer
or generated independently of the security analyzer. The
security analyzer uses various methods to identify a particu-
lar attack that causes a device to fail or otherwise alter its
behavior. Monitoring includes analyzing data (other than
messages) output from the device in response to an attack.
Packet processing analysis includes analyzing one or more
messages generated by the device in response to an attack.
Instrumentation includes establishing a baseline snapshot of
the device’s state when it is operating normally and then
attacking the device in multiple ways while obtaining snap-
shots periodically during the attacks.
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PLATFORM FOR ANALYZING THE SECURITY OF
COMMUNICATION PROTOCOLS AND
CHANNELS

REFERENCE TO RELATED APPLICATIONS

[0001] This application claims priority from the following
provisional application, which is hereby incorporated by
reference in its entirety: U.S. application Ser. No. 60/662,
430, filed on Mar. 15, 2005, entitled “Automated Robustness
and Security Testing of Network Devices”. This application
is related to the following utility applications, which are
hereby incorporated by reference in their entirety: U.S.
application Ser. No. , filed on even date herewith,
entitled “Analyzing the Security of Communication Proto-
cols and Channels for a Pass-Through Device” (Attorney
Docket Number 24731-11215) and U.S. application Ser. No.

, filed on even date herewith, entitled “Portable
Program for Generating Attacks on Communication Proto-
cols and Channels” (Attorney Docket Number 24731-
11216).

BACKGROUND

[0002] The present invention relates to automated security
analysis of hardware and software.

[0003] Computerized communication, whether it occurs at
the application level or at the network level, generally
involves the exchange of data or messages in a known,
structured format (a “protocol”). Software applications and
hardware devices that rely on these formats can be vulner-
able to various attacks that are generally known as “protocol
abuse.” Protocol abuse consists of sending messages that are
invalid or malformed with respect to a particular protocol
(“protocol anomalies™) or sending messages that are well-
formed but inappropriate based on a system’s state. Mes-
sages whose purpose is to attack a system are commonly
known as malicious network traffic.

[0004] Various systems have been developed that identify
or detect attacks when they occur. These systems, which are
known as intrusion detection systems (IDSs), can be either
passive or active. A passive IDS will merely detect an attack,
while an active IDS will attempt to thwart the attack. Note
that an IDS reacts to an actual attack. While an IDS might
be able to detect an attack, it does not change the fact that
an attack has occurred and might have damaged the under-
lying system.

[0005] An alternative, proactive solution to the attack
problem is to analyze a system ahead of time to discover or
identify any vulnerabilities. This way, the vulnerabilities can
be addressed before the system is deployed or released to
customers. This process, which is known as “security analy-
sis,” can be performed using various methodologies. One
methodology is to treat the device-under-analysis (DUA) as
a black box. Under this methodology, the DUA is analyzed
via the interfaces that it presents to the outside world (for
example, by sending messages to the DUA). As a result, it
is not necessary to access the source code or object code
comprising the DUA.

[0006] Security analysis requires specific expertise and,
thus, is usually performed manually. Also, since the task is
vaguely defined, the analysis is usually performed in a
haphazard way.
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SUMMARY

[0007] The present invention overcomes limitations of the
prior art by providing a security analyzer for analyzing a
security of a device under analysis (DUA). In one embodi-
ment, the security analyzer is an appliance that is capable of
executing attacks to test the security of a DUA. An attack
can be generated by the security analyzer or generated
independently of the security analyzer.

[0008] In various applications, the security analyzer sends
test messages to the DUA to test a communication protocol
of the DUA, a channel of the DUA, and/or an overall
security of the DUA. Based on the DUA’s response, the
security analyzer determines whether a vulnerability has
been found.

[0009] Inone aspect of the invention, the security analyzer
is used to identify a particular attack that causes a DUA to
fail or otherwise alter its behavior. Two methods can be used
to identify a failure or other alteration in behavior: moni-
toring and packet processing analysis. Monitoring includes
analyzing data (other than messages) output from the DUA
in response to an attack. Packet processing analysis includes
analyzing one or more messages generated by the DUA in
response to an attack.

[0010] In another aspect of the invention, the security
analyzer establishes a baseline snapshot of the DUA’s state
when it is operating normally and then attacks the DUA in
multiple ways while obtaining snapshots periodically during
the attacks. In one embodiment, in order to obtain a snapshot
(“instrumentation”), the security analyzer sends the DUA a
message that is valid with respect to a particular protocol and
observes the DUA’s response.

[0011] In yet another aspect of the invention, the security
analyzer maintains a fault log, controls the DUA using a
restarter, or sends messages simultaneously to one or more
DUAs.

[0012] Other aspects of the invention include software,
systems, components, and methods corresponding to the
above, and applications of the above for purposes other than
security analysis.

BRIEF DESCRIPTION OF THE DRAWINGS

[0013] The invention is illustrated by way of example, and
not by way of limitation, in the figures of the accompanying
drawings in which like reference numerals refer to similar
elements.

[0014] FIG. 1 illustrates a system that includes a security
analyzer, a device-under-analysis, a message, and a monitor,
according to one embodiment of the invention.

[0015] FIG. 2 illustrates a system that includes a security
analyzer, a device-under-analysis, a first message, and a
second message, according to one embodiment of the inven-
tion.

DETAILED DESCRIPTION

[0016] As described above, current security analysis tech-
niques have many disadvantages. What is needed is a
platform for analyzing the security of a device—a “security
analyzer”.
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[0017] In the following description, “device”, “device-
under-analysis”, and “DUA” represent software and/or hard-
ware. Software includes, for example, applications, operat-
ing systems, and/or communications systems. Hardware
includes, for example, one or more devices. A device can be,
for example, a switch, bridge, router (including wireline or
wireless), packet filter, firewall (including stateful or deep
inspection), Virtual Private Network (VPN) concentrator,
Network Address Translation (NAT)-enabled device, proxy
(including asymmetric), intrusion detection/prevention sys-
tem, or network protocol analyzer.

[0018] A DUA can also be multiple devices that are
communicatively coupled to form a system or network of
devices. For example, a DUA can be two firewall devices
that establish an encrypted tunnel between themselves.

[0019] In one embodiment, a security analyzer tests the
communication protocols and/or channels of a device. A
“protocol” refers to an exchange of data or messages in a
known, structured format. Specifically, a protocol refers to
what is being communicated (for example, the data or
message content). A security analyzer can test various types
of communication protocols, regardless of whether they are
public or proprietary. Types of protocols include, for
example, networking protocols (including network packets),
application program interfaces (APIs; including API calls,
remote method invocation (RMI), and remote procedure call
(RPC)), and file formats. Appendix A contains exemplary
networking protocols, APIs, and file formats.

[0020] A protocol generally has three characteristics:
structure, semantics, and state. Therefore, when a security
analyzer tests a protocol, it tests the protocol’s structure,
semantics, and/or state. Protocol structure refers to the
layout of a message, such as its fields, arguments, or
parameters, and its possible length. Protocol semantics
refers to the context of a message, such as its actual content
and what the content means. Protocol state refers to how the
history of previous messages affects later messages. Appen-
dix B contains types of attacks to test a protocol’s structure,
semantics, and/or state.

[0021] A “channel” refers to how protocol data is com-
municated. Specifically, a channel refers to how a message
is delivered to a DUA (for example, using Ethernet on top
of a wireless network). One example of a channel attack is
sending too many messages at once, thereby flooding a
network and resulting in a denial of service (DoS).

[0022] 1In one embodiment, a security analyzer can also
test a DUA’s overall security. These types of attacks include,
for example, negotiating a lower (i.e., less secure) encryp-
tion algorithm, dictionary attacks (brute forcing commonly-
used passwords), resource exhaustion, identifying miscon-
figuration of the DUA, identifying mechanisms for sending
messages through the DUA that bypass various security
checks, and detecting insecure implementations of standard
protocols and information disclosure.

[0023] In one embodiment, a security analyzer treats a
DUA as a black box. Under this methodology, the DUA is
analyzed via the interfaces that it presents to the outside
world. Analysis includes, for example, “attacking” the DUA
by sending one or more messages (test messages) to it and
then observing the DUA’s response. A response can include,
for example, generation of an error or generation of a reply
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message. Based on the DUA’s response, the security ana-
lyzer can determine whether a vulnerability has been found.

[0024] In one embodiment, the security analyzer is used to
identify a particular attack (e.g., one or more tests messages)
that causes a DUA to fail or otherwise alter its behavior. In
one embodiment, an attack is generated independently of the
security analyzer and is communicated to the security ana-
lyzer so that the security analyzer can test the DUA. For
example, a user or other third party generates an attack. In
another embodiment, the security analyzer generates an
attack automatically. In one embodiment, the security ana-
lyzer auto-generates an attack based on a self-describing
message format. In one embodiment, the security analyzer
generates attacks of unique messages that combine to
exhaustively cover the scope of a protocol. Fault isolation,
which includes determining which attack caused which
response, will be described below.

Identifying a Failure or Other Alteration in Behavior

[0025] 1In one embodiment, two methods can be used to
identify a failure or other alteration in behavior: monitoring
and packet processing analysis. Monitoring includes ana-
lyzing data (other than messages) output from the DUA in
response to an attack. FIG. 1 illustrates a system that
includes a security analyzer, a device-under-analysis, a
message, and a monitor, according to one embodiment of the
invention. There can also be devices located between the
security analyzer and the DUA, although FIG. 1 omits such
devices for clarity.

[0026] Monitoring can be either passive or active. Passive
monitoring includes reviewing information made available
by the DUA, while active monitoring includes executing
commands on the DUA in order to obtain information. One
example of a passive monitor is a console monitor, which
monitors console output from the DUA during an attack. In
one embodiment, the DUA sends its console output to the
security analyzer, which then displays it in real-time in an
Analysis Monitor Log. Another example of a passive moni-
tor is a syslog monitor, which monitors syslog output from
the DUA during an attack. In one embodiment, the security
analyzer acts like a syslog server in order to receive mes-
sages from the DUA’s syslog client, which are then dis-
played in real-time in an Analysis Monitor Log.

[0027] One example of an active monitor is to connect to
the DUA (e.g., using telnet, SNMP, or SSH) and execute a
command in order to access various types of information.
This information can include, for example, fault messages
(such as stack traces and core dumps) and resource use (such
as processor utilization, memory usage, or dropped packets).
In one embodiment, the DUA executes in debugging mode
so that more information is available to the security analyzer.

[0028] In one embodiment, a security analyzer includes a
monitor pattern feature. A monitor pattern is a regular
expression that matches keywords in the header of a fault
message. In this embodiment, the security analyzer uses a
monitor pattern to identify the beginning of the fault mes-
sage. In one embodiment, the security analyzer displays all
fault messages that are preceded by the specified pattern.

[0029] In one embodiment, a security analyzer includes a
monitor trace feature. A monitor trace is a record of all the
information that was received from a monitor during an
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analysis. In this embodiment, the security analyzer displays
the DUA output (e.g., console messages or syslog messages)
during an analysis.

[0030] In one embodiment, one DUA includes one or
more monitors. In another embodiment, if a DUA includes
multiple devices, each of these devices can include zero or
more monitors.

[0031] Packet processing analysis includes analyzing one
or more messages (response messages) generated by the
DUA in response to an attack. In one embodiment, when the
DUA generates a response message, it sends it to the security
analyzer for analysis. Since packet processing analysis
requires the DUA to generate a response message, it is
generally unsuitable for testing completely passive devices
that merely receive messages but do not generate them.

[0032] In one embodiment, a security analyzer tests a
DUA by sending one or more test messages to the DUA,
receiving one or more response messages from the DUA,
possibly continuing the message exchange further, and then
analyzing the received messages. Specifically, the security
analyzer determines whether the DUA operated correctly by
considering a pair of messages (or possibly more if a
lengthier message exchange is involved), where the first
(test) message was sent to the DUA and the second
(response) message was generated by the DUA in response
to the first message. FIG. 2 illustrates a system that includes
a security analyzer, a device-under-analysis, a first message,
and a second message, according to one embodiment of the
invention. There can also be devices located between the
security analyzer and the DUA, although FIG. 2 omits such
devices for clarity.

[0033] The security analyzer would thus include three
components: one component to send a test message to the
DUA, one component to receive a response message from
the DUA, and one component to analyze whether the DUA
operated correctly. If these components exist independently
of each other, it is necessary to determine which test
message sent by the first component corresponds to which
response message received by the second component. If the
security analyzer sends only one message at a time, it is
relatively easy to determine the correspondence between the
sent test message and the received response message.

[0034] Depending on the type of DUA, the second
response message might be identical to the first test message,
similar to the first test message, or radically different from
the first test message. For example, if the DUA is a switch,
bridge, or router, it might merely relay the first test message
without modifying it. If the DUA is an anti-virus gateway, it
might modify the first test message by quarantining and
removing an attachment that contains a virus. If the DUA is
a decryption device, it might generate a decrypted message
(the second response message) based on the encrypted
message that it received (the first test message).

[0035] In one embodiment, a security analyzer acts like a
client, a server, or both. In particular, the security analyzer
can send a message and receive the same message (after the
message has passed through the DUA). In one embodiment,
when acting like a client or server, the security analyzer
emulates various resources that are typically found in clients
or servers, such as directories, files, email messages, data-
bases, user information, and authentication services. For
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example, the security analyzer can act like both an email
client and an email server for POP3 messages. The security
analyzer (client) logs on to the security analyzer (server)
through the DUA and inquires about the number of emails
that are pending on the server. The server then responds with
the number of emails and their content.

Fault Isolation and Logging

[0036] As described above, in one embodiment, the secu-
rity analyzer is used to identify a particular attack that causes
a DUA to fail or otherwise alter its behavior. This is achieved
through fault isolation and instrumentation. In one embodi-
ment, fault isolation includes the following: establishing a
baseline snapshot of the DUA’s state when it is operating
normally; and attacking the DUA in multiple ways while
obtaining snapshots periodically during the attacks. In one
embodiment, in order to obtain a snapshot (“instrumenta-
tion”), the security analyzer sends the DUA a message that
is valid with respect to a particular protocol and observes the
DUA’s response.

[0037] When establishing the baseline snapshot, if there is
a lack of response or an invalid response from the DUA, this
usually indicates that the DUA is misconfigured or does not
support the protocol of the message. The baseline snapshot
thus serves as a general mechanism to verify the existence
and/or capabilities of the DUA.

[0038] Ifall of'the later snapshots match the first snapshot,
then the DUA is not vulnerable to any of the multiple
attacks. If a later snapshot differs, then the DUA is vulner-
able to at least one attack that occurred before that differing
snapshot but after the last “normal” snapshot (i.e., the last
snapshot that still matched the first snapshot).

[0039] At this point, in one embodiment, the fault isolation
process is repeated, but this time with fewer attacks. For
example, only those attacks that occurred after the last
normal snapshot but before the differing snapshot are used.
Again, the security analyzer obtains snapshots periodically
during the attacks. By repeating this process, the security
analyzer can focus in on when the successtul attack occurred
and, eventually, identify the specific attack that affected the
DUA (as evidenced by the differing snapshot).

[0040] In one embodiment, fault isolation includes mul-
tiple passes through the attacks in a coarse-to-fine manner,
as follows: The first pass uses a large amount of attacks to
determine whether any of them cause the DUA to fail. (If the
first pass involves sending multiple concurrent test messages
(see below), then an additional pass is used to send them in
serial fashion in order to isolate the group of test messages
that caused the failure.) The second pass verifies that the
failure is reproducible, and a range of test messages is
chosen as candidates to cause failure in the DUA. The third
pass includes stepping through the range of test messages
until the exact test message, if any, is identified.

[0041] In one embodiment, the security analyzer main-
tains a fault log. Messages are logged in various ways and
at various levels. Logging can be at the level of a single
message, a range of messages, or a group of messages
(where a group includes multiple ranges). In one embodi-
ment, messages are logged in as small of a granularity as
possible. In another embodiment, messages are grouped
logically depending on similarities of their attacks.
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[0042] When the security analyzer discovers a fault during
an analysis, it creates an entry in the fault log. In one
embodiment, an entry contains various pieces of informa-
tion, such as when the fault was discovered, which device
exhibited the fault, and which test message (or range or
group of messages) caused the fault.

[0043] In one embodiment, an entry also includes a con-
fidence metric, which represents the amount of certainty that
the attack(s) listed in the entry actually caused the fault. In
one embodiment, a confidence metric is determined as
follows: If both the snapshot and the monitor indicate a fault,
then the confidence metric is High. If the snapshot indicates
a fault but no monitor was used, then the confidence metric
is Low. If the snapshot indicates a fault but the monitor
indicates no fault, then the confidence metric is Medium. If
the monitor indicates a fault but the snapshot indicates no
fault, then the confidence metric is Medium.

[0044] Inone embodiment, fault entries and fault logs are
stored in a database so that results of previous security
analyses can be accessed (for example, in order to prepare
a comparative report).

Additional Embodiments

[0045] Sometimes a successful attack can cause a DUA to
fail catastrophically so that it freezes or crashes. If this
happens, the DUA will be unable to process subsequent test
messages, even if they are valid. In one embodiment, the
security analyzer includes a restarting feature that restores
the DUA to its normal operation so that the analysis can
continue.

[0046] In one embodiment, the restarting feature focuses
on the DUA’s hardware by power cycling the DUA. For
example, the DUA’s power cord is plugged into a power
relay that is controlled by the security analyzer so that the
security analyzer restarts the DUA if the DUA fails or
becomes unresponsive during analysis. The power relay can
be located either external to the security analyzer or built
into it.

[0047] In one embodiment, the restarting feature focuses
on the DUA’s software by shutting down a software appli-
cation (or constituent process or thread) and restarting it. In
another embodiment, the operating system or networking
system is shut down and restarted.

[0048] In one embodiment, one DUA is controlled by one
or more restarters. In another embodiment, if a DUA
includes multiple devices, each of these devices can be
controlled by zero or more restarters.

[0049] In one embodiment, the security analyzer sends
several test messages simultaneously (or at least in close
proximity to one another). This way, the security analyzer
can subject the DUA to several different tests in a shorter
period of time. If the security analyzer sends several test
messages to and receives response several messages from
the DUA, it is more difficult to determine the correspon-
dences between each test message sent to the DUA and each
response message generated by the DUA.

[0050] In one embodiment, the security analyzer sends
and receives messages in such a way that they can be
correlated. For example, the messages are correlated based
on timestamps or unique identifiers. In another embodiment,
the messages are synchronized.
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[0051] Another way to reduce the analysis time is to test
multiple devices in parallel (i.e., simultaneously). If the
devices are different, then comparative analysis results can
be viewed in real-time as the attacks are sent. If the devices
are identical, then a group of attacks can be spread out over
the multiple devices. Load balancing these attacks between
the identical devices will further reduce the analysis time.

[0052] If the security analyzer is testing multiple DUAs,
each DUA can have zero or more monitors and zero or more
restarters.

[0053] A security analyzer can be implemented in hard-
ware, software, or a combination of both. Regarding soft-
ware, a security analyzer can be, for example, a single
application (executing within a single operating system or
single physical device) or a pair of applications (one to send
test messages and one to receive response messages; execut-
ing within the same device and communicating with each
other to correlate sent and received messages). Regarding
hardware, a security analyzer can be, for example, a pair of
physical devices (one to send test messages and one to
receive response messages) with out-of-band synchroniza-
tion to correlate sent and received messages. In one embodi-
ment, the security analyzer is a portable appliance that can
be transported to different locations to analyze the security
of different devices.

[0054] In one embodiment, a security analyzer includes
various software tools to help a user analyze a device. These
tools can enable the user to perform, for example, reporting,
trending, auditing, and comparative metrics on analysis
results. The tools can also summarize analysis results or
detail specific faults.

[0055] Inthe preceding description, for purposes of expla-
nation, numerous specific details are set forth in order to
provide a thorough understanding of the invention. It will be
apparent, however, to one skilled in the art that the invention
can be practiced without these specific details. In other
instances, structures and devices are shown in block diagram
form in order to avoid obscuring the invention.

[0056] Reference in the specification to “one embodi-
ment” or “an embodiment” means that a particular feature,
structure, or characteristic described in connection with the
embodiment is included in at least one embodiment of the
invention. The appearances of the phrase “in one embodi-
ment” in various places in the specification are not neces-
sarily all referring to the same embodiment.

[0057] Some portions of the detailed descriptions that
follow are presented in terms of algorithms and symbolic
representations of operations on data bits within a computer
memory. These algorithmic descriptions and representations
are the means used by those skilled in the data processing
arts to most effectively convey the substance of their work
to others skilled in the art. An algorithm is here, and
generally, conceived to be a self-consistent sequence of steps
leading to a desired result. The steps are those requiring
physical manipulations of physical quantities. Usually,
though not necessarily, these quantities take the form of
electrical or magnetic signals capable of being stored, trans-
ferred, combined, compared, and otherwise manipulated. It
has proven convenient at times, principally for reasons of
common usage, to refer to these signals as bits, values,
elements, symbols, characters, terms, numbers, or the like.









